VCIl’J[el%i' Fundamentals of IT Security

Education’s IT Partner

Layered Approach

Operational

User Education and Evaluation

¢ Awarenessand regularcommunication
¢ Ongoing testing exercises (i.e. anti-phishing training)

Insurance and Auditing
®* CyberInsurance coverage

e Periodic review of systems and process standards

Technical

Layered Approach to Environmental Controls
* Next-generationnetworkfirewall

e Endpoint protection

e AAA - Authentication, Authorization, Accounting

e Network segmentation

Active Monitoring
e SIEM

e EDR
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